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How it all started



How it all started
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2013

Google is our friend

2015

Clouds, clouds, clouds

2016

25 users & a lot of documents

2017

It’s complicated !
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“ Sounds pretty simple to me ”
- me, before.

User perspective



IT perspective



An impressive list of features

5NVISO - Cloud Migration Case



An impressive list of features

5NVISO - Cloud Migration Case



17NVISO - Cloud Migration Case

Our IT needed a guide



Our experience in four chapters
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Define Cloud requirements Confront expectations to reality

Prepare Cloud migration

Chapter 3

Operate the Cloud

Chapter 1

Chapter 4

Chapter 2
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Our experience in four chapters



What do you need to know
Approaching the big move 

9

Determine what we must protect1.3

Shift everyone’s mindset from 
perimeter to data-centric approach 

1.1
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Identify the main threats to our environment1.2



What do you need to know
Approaching the big move 
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Define security & non-functional requirements1.6

Define our trust model1.4
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Define functional requirements1.5
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Define Cloud requirements Confront expectations to reality

Prepare Cloud migration

Chapter 3

Operate the Cloud

Chapter 1

Chapter 4

Chapter 2
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Our experience in four chapters



Challenge 1 - Picking the cloud model that’s right for us
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Select our cloud service model and deployment  2.1

Option 1 : IaaS in private deployment
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Internet

Cloud service model



Challenge 1 - Picking the cloud model that’s right for us
Cloud service model
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Select our cloud service model and deployment  2.1

79 %

Requirements Management Security Service Cost
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Option 1 : IaaS in private deployment

Internet



Cloud service model
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Select our cloud service model and deployment  2.1

Internet

Challenge 1 - Picking the cloud model that’s right for us
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Option 2 : SaaS in public deployment



Cloud service model
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Select our cloud service model and deployment  2.1

Internet

29%

Requirements Management Security Service Cost

Challenge 1 - Picking the cloud model that’s right for us
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Option 2 : SaaS in public deployment



Cloud service model
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Select our cloud service model and deployment  2.1

Internet

Challenge 1 - Picking the cloud model that’s right for us
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Option 3 : Hybrid



Cloud service model
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Select our cloud service model and deployment  2.1

Internet

55%

Requirements Management Security Service Cost

Challenge 1 - Picking the cloud model that’s right for us
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Option 3 : Hybrid



Challenge 2- Cloud access controls
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Review our authentication model2.2

Conditional access

Access controls

Multi-factor authentication Certificate based authentication

SaaS Solution IaaS Solution
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There are virtually no limits to authentication solution, but re-using the Cloud-integrated 
authentication for all services can be challenging.



Challenge 3 – Data classification policy
Data classification toolset
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Enable data classification (Azure Information Protection)2.3

Data protection is integrated in our cloud solution (Azure Information Protection), certificate 
management is done by the cloud provider.  

Workstation application and plugin Central configuration and enforcement
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Challenge 4 - Data leakage 
Security controls
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Enable and configure data loss prevention rules2.4

The Office 365 information protection policy provides de facto data loss prevention controls.

Labelling 
File encryption

based on user access

Exchange 
transaction rules
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Challenge 5 - Device Management   
Trust vs non-trusted
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Enforce Trust Model across all devices2.5

Mobile Device Management Mail on BYOD Compliance checks

Mobile Device Management functionalities are usually included out of the box and embed 
the ‘trust model’ principle we defined.
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Challenge 6 - Continous security monitoring
Centralized logs
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Collect logs to support monitoring2.6

Dealing with multiple Azure technologies … and our own: Azure dashboards do not 
yet offer a sufficiently rich, integrated dashboard.
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Azure Security Center
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Define Cloud requirements Confront expectations to reality

Prepare Cloud migration

Chapter 3

Operate the Cloud

Chapter 1

Chapter 4

Chapter 2
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Our experience in four chapters



Moving towards the cloud 
A man with a plan !
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Define Migration plan3.1

Partial test Full test-run Full Migration

Week 1 Week 2 Week 3 Week 4

POC settings to PRD

List users 
Locate assets 

Transfer data owner

Data validation
Mail validation

Workstation Mig.

Support & operations
List issues 
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Moving towards the cloud 
A man with a plan !
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Migration process3.2

POC settings to PRD

List users 
Locate assets 

Transfer data owner

Data validation
Mail validation

Workstation Mig.

Support & operations
List issues 

Data ownership changed

Mail throttling 

Data throttling

Folder path < 255 characters

Conditional access issues

Immature products 
(e.g. Microsoft Teams)
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Prepare Cloud migration

Chapter 3
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Our experience in four chapters



Cloud Operational model
Support and management
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Keep up with the change, stay up to date !4.1
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Keep up with the change, stay up to date !4.1
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Cloud Operational model
Support and management
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Monitor usage, as it drives cost: financial control is not as easy as we thought.4.2
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Risk and security monitoring
Detect vulnerabilities and incidents
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Continuously monitor security… across all dashboards.4.3

O365 - Risk Monitor Vulnerability Management Security Monitoring
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Incident response
How to do incident response in cloud environments
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Prepare for incidents and challenge regularly based on new features 4.4

Understand our service provider
Shared responsibility model

Validate acquisition procedure 
in our cloud model

Create an incident response plan 
for cloud environments

Validate new features
(e.g Azure Security Center investigate incidents in Preview) 

https://docs.microsoft.com/en-us/azure/security-center/security-center-investigation
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Lessons learned
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Talk to your industry peers1

Anticipate changes in an IT admin job3

Go for a solid POC with diverse users2

Read weekly updates & newsletters4
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My personal conclusion
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Merci pour votre attention.

Hacked? Malware? Need urgent support?
Call us +32 (0)2 588 43 80
Mail us csirt@nviso.be


