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High demand 
for 

Cybersecurity 
professionals



Source: “Digitalisation and the Belgian labour market” from Agoria



Cumulative impact

We do 
not have 
enough 
people

They do
not have 
the right 

skills 

They do 
not get 

the right 
training



Training and education 
for an optimal 

preservation 
of Skills



Multiple 
sources for

skills 
upgrade



2017 Global Information Security Workforce Study. 

https://iamcybersafe.org/GISWS/


https://ecs-org.eu/about


Scope

Grow

AssessSource



VARIOUS FRAMEWORKS, BODIES OF
KNOWLEDGE AND STANDARDS

Copyright ictc.eu

ISO 27001



SECURE APPLICATION DEVELOPMENT
Brussels then Leuven

Co-founded, with Johan 

Peeters, the World-exclusive 

Secure Application Development 

week running since 2005. 

Speaks on Application security. 

International keynote speakers.



“Master in IT Audit”2001

2005 - 2012

2003

2009

2015

“Postgraduate in IT Audit and Security”

“Executive Master in IT Management”

Executive Master and Executive Program in IT Governance
were delivered in Brussels and in Dubai (UAE).

Four major transformation were overall conducted: 

Annual Report Georges ATAYA

”Executive Master in IT Management” and “Executive Master 
in Information Security” as well as ten derived Executive 

programs.



G3 – IT Risk and 
Legal concerns

G1 – The CIO 
Foundation

G2 – IT Governance 
Workshop

B2 – Business 
Transformation

B3 – Digital Agility 
and Innovation

B1 – Enterprise 
Strategy and 
Architecture

M3 – IT Sourcing 
Management

G – track 
IT Governance

M – track 
IT Management

B – track 
Business Agility

Information security management education 

A1 – IT Finance and 
Portfolio 

Management

A2 – Soft Skills for IT 
professionals

A3 – Building Expert 
Opinion

A – track 
Activating skills

©  2014 ictc.eu

M1 – IT Service and 
Run Management

M2 – Applications 
Build and 

Management

S1 – Information 
Security 

Management

S2 – IT Security 
Practices

S3 – Cybersecurity 
Workshop

S – track
Info Security

ISO 27001



Strategy and architecture

Solution development and implementation

Service management

Procurement and Management

Client interface

Business change



Technical Generic Management

Source: Georges Ataya

Skills requirements for Cyber Security domains

© 2015 Georges Ataya









• Occupation-Related Competencies
• Tier 9 – Management Competencies
• Tier 8 – Occupation-Specific Requirements
• Tier 7 – Occupation-Specific Technical Competencies
• Tier 6 – Occupation-Specific Knowledge Competencies

• Industry-Related Competencies
• Tier 5 – Industry-Sector Technical Competencies
• Tier 4 – Industry-Wide Technical Competencies

• Foundational Competencies
• Tier 3 – Workplace Competencies
• Tier 2 – Academic Competencies
• Tier 1 – Personal Effectiveness

|   Cybersecurity Competency Model



Network Security and 
Platform Security

Database and 
Application Security

Service Layer Security
Incident and Security 
Management

Forensics and Legal

Network vulnerability 
detection

Secure coding Server security Security Standards
Security of network 
and information 
systems law (NIS)

Authentication Data validation Cryptography Incident handling Cybercrime law

Packet Analysis
Webserver & 
application 
vulnerability detection

Intrusion alerts Security Risk
Digital identification & 
storage law

IDS rule management Database security Physical security IT security governance
Privacy & Data 
protection law

Penetration testing Data classification
Security service level 
agreements

Crisis Communication Threat Intelligence

Network Security
Secure data 
conversion

Disaster recovery Network Forensics

IDS placement Encryption
Business continuity 
plan

System Forensic

System vulnerability 
detection

IT service Management 
practices

Artifact handling and 
analysis

Malware analysis
Security awareness 
plan

Data forensics

IDS/SCADA security
Incident management 
plan

Mobile phone forensics

Log analyse
Identity Management & 
Access Control

|   Industry-wide technical competences



|   IT security domains
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Risk Management
Contingency planning

Threat management
Policies and Procedures

Incident Response

Employee awareness
Awareness training

Password management
Education

Testing

Penetration testing

Information classification Disposal and destruction

Communication

Vendor management

Governance

Regulatory compliance

Management

Roles and responsibilities

Organizational structure

Internal controls

Operations
Continuous improvement
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o

n
tr

o
l Authentication Password policy

Permission management

Account management

SIEM

Monitoring and logging
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Platform
Intrusion 

detection/prevention
Antivirus software

Network
Intrusion 

detection/prevention
Network architecture

Configuration management

Firewalls 

Models

Patch managementAsset management

Data protection

Applicatio





Life-Long Learning Concept



Life-Long Learning Concept



















Assessment
results

Identify
skills requiring upgrades

Develop
continuous reskilling program

Improve
skills as requested for current job

Analyse
your current cybersecurity activities

Grow 
career based on gained competences

Define 
a job transition pathway



Professor, founder and Academic Director of Digital and 
information security management at SBS-EM

Co-founder of the Belgian Cybersecurity Coalition 
Co-founder DPO Circle
Member of the Advisory Board: Agoria, BECI, CIONET, ISACA, 

belgian Cybersecurity Coalition
Founder at Ataya & Partners 
Past International Vice President at ISACA
Past Partner Ernst & Young
Past Deputy International CIO ITT World Directories

gsm: +32 475 705709 -
solvay.edu/IT solvay.edu/gdpr

Personal page: www.ataya.info - Skype: atayageorges -
twitter: gataya - Linked-in: ataya
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http://twitter.com/GATAYA
http://be.linkedin.com/in/ataya

