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Our Solutions
Powered by the Visibility Without Borders Platform

Arbor DDoS 

Protection

nGenius Enterprise 

Performance Management

Mission Critical Apps

Remote and Hybrid Workforce

UCaaS and Collaboration

Hybrid Multi-cloud Migration

Taps and Packet Flow 

Switches

In Line Taps

Packet Flow Switches 

High speed decryption 

appliances 

Omnis Network 

Security

Comprehensive Network Visibility

Cyber Threat Detection

Ecosystem Integration

Pervasive Network Visibility

Adaptive DDoS Protection

Global Threat Intelligence

The real-time network visibility platform for performance, security, and availability, at any scale.
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Big Picture Challenges for Cybersecurity…
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Tools
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Lack of Early Warning System

Unable to track rapid attack 
surface changes

Unable to identify compromised 
assets quickly

Ineffective retrospective analysis
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Current State of Security Technology

• Security technology today is primarily focused on threat 
mitigation using  tools like NGFW, IDS, NDR, SIEM, EDR etc. 
These technologies often focus on sophisticated  detection 
algorithms on top of a poor and noisy data set.

• Despite all the spend driven by fear-factors, attacks continue to 
rise unabated and ransomware breaches are at all-time high. 
Hackers and malicious elements are always one step ahead. 

• To address this, we need a risk-focused approach (rather 
than a threat-focused one) that can reduce the Mean Time to 
Restore to minutes instead of days or weeks. 

Hackers Continue to Beat the “Good” Guys While Security Spend Skyrockets
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The SOC Visibility Triad (Gartner)

•  “You can’t protect yourself from 
what you can’t see”

• Three main sources of SOC 
visibility: SIEM, EDR, NDR

• Each has its pros and cons, but 
security teams need all three to 
detect, investigate and remediate 
threats.

SIEM

NDR

EDR

V I S I B I L I T Y



COPYRIGHT © 2025 NETSCOUT SYSTEMS, INC. 6

Multiple Detection Methods (DM)

Use of configuration information to detect access violations, validation 
of compliance and network access policy configuration rules (Uses 
Host Groups definitions)

Behavioral
Anomalies

External Attack 
Surface

IDS/ Signatures/ File 
Detections

Compliance / Policy Violations

Threat Intelligence (IoCs)

Specific pieces of evidence/IoCs (ex. known bad IP, URL, DNS) to 
indicate a security breach or malicious activity has occurred. 

Specific pattern or set of characteristics to identify known malicious activity or 
threats  and files (Suricata-based rules and signatures)

Unexpected internal-to-external traffic patterns (Attack Surface Events)

Behavior of an individual user or host, or a group of hosts or users, that deviates from 
the locally norm. MITREE ATT&CK mapping. 

PLUS -MITRE ATT&CK –at source

  Configurable & Extensible
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Software Centric
Designed for Both Physical and Virtual Environments

1

2

Common Situational Awareness
Consistent Views for DevSecOps

Open API & Data Formats
Kafka, REST, JSON, AVRO, CSV

Cloud Visibility (N/S/E/W)
VMware NSX Data Center, VMware Cloud,  AWS, Azure, 
GCP, Oracle etc..

4

What is Smart Data?

Smart Visibility into Network, Applications, Dependencies, and Security

Deep Packet Inspection

Performance and 

Security KPIs 

Wire 
Data

3

Smart Data
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Preferred NDR Deployment
Wherever Workloads and Users are Located

Partners

Remote

Offices Public

Cloud

Colo

SecOps

Real-time Insight into 

performance 

Private

Cloud

Global

Data Centers

VPN | VDI | SD-WAN | SASE | INTERNET

NSX-T Real-time Insight 

into Cyber Threats

Internal 

Networks

East-West Visibility
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NDR Architecture Redefined

Data Sources

Industry Present Mode of Operation

Centralized

Application (Intelligence)

Monolithic Middleware

Data Lake SIEM/SOAR/XDR 

• Intelligence in middleware/ higher 

layers (higher cost)

• Weak historical depth

• Point Products

NETSCOUT

Disaggregated (Hierarchical)

Analytics @ Sensors (Intelligence)

Distributed Federated 

Middleware Application

Data Lake SIEM / SOAR/ 

XDR (Optimized)

• Intelligence in  distributed 

sensors provides Visibility 

without Borders at less 

cost).

• Confidential, historical data 

kept local vs in public, multi-

tenant, expensive cloud.

• Platform approach (starts 

with proprietary packet 

broker, decryption)
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IDS detections:

String signatures: 
The string signature engines support regular expression pattern matching and alarm functionality.

Connection signatures: 
They generate an alarm based on the conformity and validity of the network connections and protocols.

DoS signatures: 
They contain behavior descriptions that are considered characteristics of a DoS attack.

Exploit signatures: 
They typically identify a traffic pattern that is unique to a specific exploit; therefore, each exploit variant may require an 
individual signature. Attackers may be able to bypass detection by slightly modifying the attack payload. One often must 
produce an exploit signature for each attack tool variant.

Signature-based Detection
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Cyber Threats – IoC support 
Signature Matching with IoC feeds

Indicators of 

Compromise 

(IoCs) 

Omnis Cyber Intelligence

ATLAS Intelligence Feed 

(AIF)

Unique Global 

Threat Intelligence

ASERT

STIX/TAXII IoC feeds

3rd party 

Threat 

Intelligence 

Platforms
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Honeypots

IOC Feeds

Security

Community

Aging & 
Scoring

Millions of
IOCs

Intelligence Feed 

Create reputation of 

IP’s, domain’s, and 

URL’s discovered

Malware family identification, indicator 

tagging, policy creation and updates; 

Analyzers, Inquisitors, and Replicants; 

aging & scoring

Feed to (multiple) Security Products:

A highly curated intelligence feed

Internet

Traffic

(DDoS)

Post-
Processing

ASERT Team

AI/ML

NDR
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Detecting Initial Phase of an Attack

• Define Protection Groups to highlight activity in high-risk areas

• Detect scanning and brute force access attempts

• Alert on activity associated with known vulnerabilities

A NDR solution needs to detect more than 50% of previously unknown outbound threats and 

95% of otherwise undetected reconnaissance:
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Attack Surface Discovery

• Discovery of unauthorized servers, firewall rules and access; use of vulnerable protocols

• Detect successful reconnaissance attempts, e.g., TCP connections to open ports

• Identify breaches of security controls, e.g., use of external DNS services

• Poor SSL hygiene, e.g., weak cipher suites and certificates

A NDR needs the ability to identify vulnerabilities in the infrastructure:
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Contact-Tracing For Incidents

• Collect evidence

• Identify the entry points and attack vectors used by the threat actor

• Determine if lateral movement or data exfiltration occurred

• Focus resources on incident boundary by establishing the extent of a breach or anomaly

A NDR needs to enables incidence response teams to reduce Mean Time To Knowledge to minutes:
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Back In Time Investigation

• Quickly browse backwards through massive amounts of network traffic 

• View breaches and anomalies as they happened

• Avoid re-creating problems or waiting for repeat incidents to troubleshoot them

• Apply newly available IoCs IP addresses retrospectively

Mean Time To Knowledge needs to be reduced from weeks or months to minutes:
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NDR in the Security Ecosystem
Fully Integrated with Security Stack to Maximize ROI

Threat Intelligence (TI)

STIX/TAXII Based 

TI Sharing 

Complement

Firewalls

Policy Based 

Stateful Device

Protect 

Threat 

Mitigation

EDR

End-point tools

Enrich

Advanced Early 

Warning

SIEM / SOAR

Security Events Monitoring 

and Alerting

Feed, Automate

Smart Events

Forensic investigation

Forensic 

Investigation

NDR
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Open Architecture for 3rd Party Integration

Omnis Cyber 

Intelligence 

Application

Python 

Scripting 

framework

AED    

Palo Alto 

Panorama

CrowdStrike

SentinelOne

Other EDR

Other Firewalls

NDR solution

Write Read

When the user initiates 
traffic blocking, OCI logs 
the IoC and internal host 
information. It also 
communicates the 
required action to the 
Python Scripting 
Framework

Python framework 

reads the new entries 

and calls the 

configured Python 

Scripted Adaptor.

An Open Integration Architecture to integrate with any Firewall (block Traffic) or EDR (quarantine Assets), by calling their 

exposed API interface.
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SIEM integration
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Continuous risk monitoring for Compliance and 

Performance Standards
DORA – NIS-2
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