NETSCOUT

Guardians of the Connected World



Our Solutions
Powered by the Visibility Without Borders Platform

nGenius Enterprise Taps and Packet Flow Omnis Network Arbor DD0S
Performance Management Switches Security Protection

Mission Ciritical Apps In Line Taps Comprehensive Network Visibility Pervasive Network Visibility
Remote and Hybrid Workforce Packet Flow Switches Cyber Threat Detection Adaptive DDoS Protection
UCaasS and Collaboration High speed decryption Ecosystem Integration Global Threat Intelligence
"""""""""""""""""""""""""""""" appliances
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Big Picture Challenges for Cybersecurity...

Too Few
Security Staff

Lack of Early Warning System

Unable to track rapid attack

Gaps _in surface changes Too many
Security Unable to identi ised i Data
Tools nable to identify compromise Breaches

assets quickly

Ineffective retrospective analysis

Cost of Breach
Too High
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Current State of Security Technology
Hackers Continue to Beat the “Good” Guys While Security Spend Skyrockets

« Security technology today is primarily focused on threat
mitigation using tools like NGFW, IDS, NDR, SIEM, EDR etc.
These technologies often focus on sophisticated detection
algorithms on top of a poor and noisy data set.

« Despite all the spend driven by fear-factors, attacks continue to
rise unabated and ransomware breaches are at all-time high.
Hackers and malicious elements are always one step ahead.

« To address this, we need a risk-focused approach (rather
than a threat-focused one) that can reduce the Mean Time to
Restore to minutes instead of days or weeks.
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The SOC Visibility Triad (Gartner)

* “You can’t protect yourself from
what you can’t see”

 Three main sources of SOC
visibility: SIEM, EDR, NDR

« Each has its pros and cons, but
security teams need all three to
detect, investigate and remediate
threats.

VISIBILITY
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Multiple Detection Methods (DM)

@@ Threat Intelligence 171
@@ Behavioral Analytics
@@ Attack Surface

16 PLUS -MITRE ATT&CK —at source
0
@® complance o
4
3
L3

Configurable & Extensible

@ s
@@ Foiicy Violation

@® Fie Detections Behavior of an individual user or host, or a group of hosts or users, that deviates from

the locally norm. MITREE ATT&CK mapping.

External Attack Unexpected internal-to-external traffic patterns (Attack Surface Events)
Surface

Specific pattern or set of characteristics to identify known malicious activity or
threats and files (Suricata-based rules and signatures)

Use of configuration information to detect access violations, validation
Compliance / Policy Violations of compliance and network access policy configuration rules (Uses
Host Groups definitions)

Specific pieces of evidence/loCs (ex. known bad IP, URL, DNS) to
indicate a security breach or malicious activity has occurred.
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What 1s Smart Data?

Smart Visibility into Network, Applications, Dependencies, and Security

Open API & Data Formats
Kafka, REST, JSON, AVRO, CSV

Smart Data

Common Situational Awareness
Consistent Views for DevSecOps

Deep Packet Inspection
Performance and

Security KPIs ~ Cloud Visibility (N/S/E/W)

O 2
VMware NSX Data Center, VMware Cloud, AWS, Azure,
GCP, Oracle etc..

Software Centric
Designed for Both Physical and Virtual Environments
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Preferred NDR Deployment

Wherever Workloads and Users are Located

_ Private Public
Cloud Cloud

vmware NSX-T

citrix Azure

Google Cloud a\wg

Remote
Offices

—]

— VPN | VDI | SD-WAN | SASE | INTERNET

Colo Networks

East-West Visibility

Partners Internal
—
e

Global
Data Centers
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NDR Architecture Redefined

Industry Present Mode of Operation g NETSCOUT
Centralized g Disaggregated (Hierarchical)

i

XDR (Optimized) T

HEREEN
o S o)

Data Sources * Intelligence in distributed * Confidential, historical data
* Intelligence in middleware/ higher « Weak historical depth i sensors provides Visibility kept local vs in public, multi-
layers (higher cost) » Point Products i without Borders at less tenant, expensive cloud.
cost). * Platform approach (starts

with proprietary packet
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_ INTRUSION
IDS detections: DETECTION

LWITH

Signature-based Detection

1 ATA

String signatures:
The string signature engines support regular expression pattern matching and alarm functionality.

Connection signatures:
They generate an alarm based on the conformity and validity of the network connections and protocols.

DoS signatures:
They contain behavior descriptions that are considered characteristics of a DoS attack.

Exploit signatures:

They typically identify a traffic pattern that is unique to a specific exploit; therefore, each exploit variant may require an
individual signature. Attackers may be able to bypass detection by slightly modifying the attack payload. One often must
produce an exploit signature for each attack tool variant.
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Cyber Threats — 10C support

Signature Matching with IoC feeds

Omnis Cyber Intelligence

3'd party ®
Threat it f
Intelligence naicators o _
Platf%rms Compromise Unique Gl_obal
(loCs) Threat Intelligence

. .................... > STIX/TAX“ |0C feeds ATLAS Int(e'AI\llllg)ence Feed 4.

COPYRIGHT © 2025 NETSCOUT SYSTEMS, INC. 11



A highly curated intelligence feed

IOC Feeds Feed to (multiple) Security Products:

Honeypots

Internet
Traffic
(DDoS)
ASERT Team

Al/ML
viillions of

AGINg & |
SCOring

POST-
P re) ces-3]n§J :

Intelligence Feed
Create reputation of

IP’s, domain’s, and

URL’s discovered

Malware family identification, indicator
tagging, policy creation and updates;
Analyzers, Inquisitors, and Replicants;
aging & scoring
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Detecting Initial Phase of an Attack

Detection Details

Internal Insecure Fi...
Severity Score

IDS
07/18/2024 11:48:30 AM E

07/18/2024 11:48:30 AM E
ET DROP Spamhaus...

Severity Score 9
IDS
07/18/2024 11:48:30 AM E

0S Command Inject...
Severity Score 3
Behavioral Analytics

07/18/2024 11:50 AM EDT
CP / DB other Proto...

Ravaritu Srara &

Violation Details
Rule
Severity Score
Priority
Status
Role

Cyber Intelligence P All Modules

Detected Files

L Files
File Name
I lupdate/check html
sldstrootcax3.p7c
Iplain/clientip
llibhtp::request_uri_no...

fison

A NDR solution needs to detect more than 50% of previously unknown outbound threats and

10:00 AM CDT

SHA256 CheckSum
e28M%a743e0cd3f4d60. ..
a2ce3alfa7d2a833d1...
40a58618cb697f749c...
2¢3618fae136a65e5c¢...
5f8a1alc5a8dbe5d09. ..

Initiator Bytes

Outgoing file detected
n
8
&
Acknowledge 3

Initiator

B= Security Events Center X

10:00 AM CDT

File Direction File Size (B) File Stored
Incoming
Incoming

Incoming

Incoming

Incoming

1000

16:00

Add hos

Alert SID
1000010
1000010
1000010
1000010
1000010

Cyber Intelligence 22 iModules & Attack Surface X = Securily Evenis Cenler X
Enterprise *) 11:00 aM GDT 1 Day(s) 4 1 Hour 4 1:00AM COT
Events \E|
>
osts (2) =
Applications. (£)
Geolocations @7)
Date: Time Event type Description
05/3172023 02:00-00 PM CDT | Geolocation 4.79.42 20 has an inbound connection from outside enter.
06/3172023 02:00:00 PM GDT | Geolocation 4.70.42.70 has an inbound connecion from outside enter...
0573172023 03:00:00 PM COT | Gedlocation 4.70.42.70 has an outbound connection fo oulside enterpr....
05/3172023 03:00:00 PM COT | Gedlocation 4.70.42.20 has an inbound connection from outside enter...
05/3172023 03:00-00 PM CDT | Geolocation 4.79.42 70 has an inbound connection from outside enter.
05/3172023 04:00-00 PM CGDT | Applicafion 4.79.42 70 has an outbound connection to outside enterpr__
11043 0f 43
Inbound Connections % (=] 2
Host Host Group In Volume (ME) Out Valume (MB)
4704220 DMZ-extemahPS ] 2107 387.40
474270 DMZ-extema-PS [ 7.15 118

4794271

John:07/30/2026: T...

95% of otherwise undetected reconnaissance:

DMZ-extemal-IPS

| o

» Define Protection Groups to highlight activity in high-risk areas
» Detect scanning and brute force access attempts
« Alert on activity associated with known vulnerabilities
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Outbound Connections

Host
4704270
4704241
470423

4704220

Host Group

DMZ-exdemal-IPS
DMZ-exdemal-IPS
DMZ-extemal-IPS
DMZ-extemal IPS

In Volumme: (MB)

252
0.68
032

ADMINISTRATOR

<




Attack Surface Discovery

Cyber Intelligence $O AliModules @ Network Visibility @ Host Investigation x5 Security Events Center ~ x i x Q  NE173
e 08/13/2023 Shift By 08/13/2023
Network Visibility :45AM COT 12 Hours 4 THor 4 | o&ﬁmcm# o | B I:-‘@
=4 | | host Q x|:
8 Other Overview 20 0 1568 104G8 21k8 i Cyber Intelligence ~ $PAiModuies © Hostinvestigation x  * Hisk Visualization  x s | Q | NE23
I pLe Servers Geolocations In Volume Out Volume Malicious Volume r— o e
83 70 : 192.168.10.53 vStreamif... . émmw | 1Dayte) « 1 Hour 4 09:00 AM EST o o5
g 5 Traffic By Volume (B) ¥ E L b <
1.500M B inVolume Throughput Top 50 Conversations by Total Volume % YVeHB&o
8 DMZ- NAT B Out Volume l ES
E 1,000m 357 2 W New YorkNew York United States
v Medway Massachusetts: United States » s
E K8 In MB Out .
59 0 S soom n
Applications Geolocations = =
Conversation
0 ‘eng03.company.com
. 3 1 100-0-62-48 bstma. fos.verizon net
B WiFi Guest
Geo
24 0 Top Applications By Volume InfOut (MB) A\ Detections =/ H y
Applications (e, Application In Volume Out Volume Detections Type Detections RckE . X
HTTPS BN o DN 027223 [l DsEvens I 0 1 ‘ l
B Market SMB | | 92294 | 73671 Compliance | ] 4
arketing TCP_OTHER 1 0483 | 712.8 Threat Intelligence ] 1
22 0 mssaL 1 71 | 7N Bshavioral Analytics ] 1 Application 192.168.10.53
- Video | 21.54 0 Policy Violation ] 1
Applications Geolocations. 0,
Generic 1 1847 | 031 1 102 /0
11010 of 10 1to50f5
L] — ~ Threst. —
RElEG Top Hosts By Volume In/Out (M) Y+ =) il TopGeolocations By Volume InfOut (M8) % = H m...,.’..':::.w
21 0 Host In Volume Out Volume
Applcations . FINANCEDB.company.c... [N 475883 | 71237
procurement.company.c... [N 308081 33,805.94
B Engi . ENGSRV2.company.com [N 1804 176116
9 ng ENGSRV3.company.com [N 1,890.16 [N 17,606.86 N Data
206-225-152-78 fiber sprintink net




Contact-Tracing For Incidents

07/17/2024 Shift By 07/17/2024
.168.10.4 vCy... . (%07:35AM EDT 6 Hours 4 1 Hour « 01:35 PM EDT%D o | E"@
Throughput Top 50 Conversations by Total Volume % YV A H & o
955 9 | m mommn : e
Medway:Massachusetts:United States
MB In GB Out s s - =4
.company.com
| « N7
Conversations wiitGcompa skt oy ‘ f e
12 2 B e
- ‘EL;I = 183240.1572
eng01.company.com <« E “
5 ‘y’ procurement company.com
Detections i %
wifi04.company.com .com
8 " . L} @ hrs03.company.com
§ool-100-0-92-48 bstnma fos verizon net ENCSHV companycom
ENGDB.company.com
= - L

Applications




Back In Time Investigation

Cyber Intelligence £° AllModules &3 Security Events Center X = Q  NE153 :
Enterprise < 41:00 AM CST 1Day(s) 4 1Hour 4 11:00 AM cST & CE AR
m;» F Hosta= 10501014
Detections
100 40 Affected Hosts | 83 Unique Detections jirctanout
@ Theat inteligence 5
. @ Behavioral Analytics 10 299 2
- @ Attack Surface 0 B In 68 out
§ ® Compiiance =
I 50
g i o8 5] Conversations
a @ Folicy Viotation 2
25 @ File Detections [ ] 12 10
e — Geo
— - 1 .  1— 1
12.00 16.00 2000 20. Now 04.00 0800
Applications
0,
3 64%
HTTP
Detections

1:58:45.798.297.834 PM EDT
1:58:45.798.461.881 PM EDT
1:58:45.798.463.075 PM EDT
1:58:45.799.123.236 PM EDT
1:58:45.799.963.454 PM EDT

0.000.015.395
0.000.164.047
0.000.001.194
0.000.660.161
0.000.840.218

Details

Host Group: Other
Earfiest Violation: 23/03/2023 10:25 AM IST

Chronology

Unknown-39298
1.168.76.82
117023221

Hosts

Policies Violated: 4

T T T T
12:00 15:00 18:00 21:00

Detection Details
Unknown-39298

Cyber Threats.

23/03/2023 10:25 AM IST

Violation Details

1.168.76.82

Cyber Threals

23103/2023 10-25 AM IST
1.470.232.21

Cyber Threats

23/03/2023 10:25 AM IST
Hosls

Atfack Surface Change
23103/2023 03:00 PM IST

FINANCEDB.company.com
FINANCEDB.company.com
FINANCEDB.company.com
eng02.company.com

FINANCEDB.company.com

eng02.company.com
eng02.company.com
eng02.company.com
FINANCEDB.company.com
eng02.company.com

Cyber Intelligence L0 miMocues O Hostinvestigation  x

procurement.company.co... , 115 AuEDT 10mmie) «

B T T —

Throughput T ——————
Goocaisns [ —
6 [ Y A ——
Conversation
i i = ot companycom - conpanyaam
i cemgany o Threat Detalls.
Conversation
o Cussitcaion Carogory
13 2 P ———_
e = S Mo Bantig.
O o
CyperThreats N B A -

3

Theeat Indicators o mreanyom [erp—
4 2 e
=
s
isks

Risks D .
: B —
Application D v“';::
4 100% e o

TCP: S=51670 D=43479 LEN=0 SEQ=171501477 ACK=34662 ACK
FTP: Response 200 Active data connection established. ACK/PSH
TCP: S=21 D=60570 LEN=41 SEQ=3696153880 ACK=394866 ACK/PSH

FTP: Request RETR finance_export.csv ACK/PSH

FTP: Response 125 Data connection already open. Transfer stt ACK/PSH

Mean Time To Knowledge needs to be reduced from weeks or months to minutes:

* Quickly browse backwards through massive amounts of network traffic
* View breaches and anomalies as they happened
» Avoid re-creating problems or waiting for repeat incidents to troubleshoot them
* Apply newly available 10Cs IP addresses retrospectively
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NDR In the Security Ecosystem

Fully Integrated with Security Stack to Maximize ROI

™ &3] -y

Firewalls Threat Intelligence (TI) SIEM / SOAR EDR
Policy Based STIX/TAXII Based Security Events Monitoring —&----- End-point tools
Stateful Device TI Sharing and Alerting

| - |
v v v
Enrich Feed, Automate Complement

Threat Advanced Early Smart Events Forensic
Mitigation Warning Forensic investigation Investigation
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Open Architecture for 3@ Party Integration

An Open Integration Architecture to integrate with any Firewall (block Traffic) or EDR (quarantine Assets), by calling their

exposed API interface.

NDR solution

Python
Omnis Cyber

Intelligence = Scripting

Application framework

When the user initiates U
traffic blocking, OCI logs Python framework
the loC and internal host reads the new entries
information. It also and calls the
communicates the configured Python
required action to the Scripted Adaptor.
Python Scripting
Framework
COPYRIGHT © 2025 NETSCOUT SYSTEMS, INC. 18
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Palo Alto
Panoram a0

Other Firewalls

CrowdStrike

SentinelOne

Other EDR




SIEM integration

Global Time Range Event Type

Severity Attacker Target

e
Event Type and Affected hosts

IDS Analytics 8 I

Behavioral Analytics 3

Policy Violation 2

Targets

Not Applicable

192168.27040

192168.26.91 19216811
192168.25.201
192168.23.215
192168.23108

192168.2117

10200615
17220136223

1921681101

~

Severity

Attackers
Select Attacker to be denled in Arbor Edge Defense

192168175116 3141244124
78.46.218.253
172.20136168

1921681101

Arbor Edge Defense

Waiting for input...

Event Investigation - Select Event Type

Select single target event in the Event
Investigation panel then select Icon

COPYRIGHT © 2025 NETSCOUT SYSTEMS, INC.
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Current Event Count

0,

Trend comparison with Event
count 24 hours ago

Ul 2




Continuous risk monitoring for Compliance and

Performance Standards

DORA — NIS-2

COPYRIGHT © 2025 NETSCOUT SYSTEMS, INC.

Risk Management

Continuous risk monitoring detects
wulnerabilities in critical service
paths, supporting resilience
against potential disruptions.

Incident Reporting
Timely reporting to authorities
and stakeholders aids in swift
recovery, regulatory compliance,
and incident prevention.

Resilience Testing

Regular testing ensures core
services can handle stress and
identifies weaknesses before

DORA they impact users.
PILLARS

Digital Supply Chain
Oversight of third-party provider
dependencies prevents
operational failures from
affecting organizational services.

Intelligence Sharing

Sharing service and threat intelligence promotes
coordinated cybersecurity efforts across sectors
to strengthen digital resilience.



NETSCOUT

Guardians of the Connected World



	Slide 1
	Slide 2: Our Solutions
	Slide 3: Big Picture Challenges for Cybersecurity…
	Slide 4: Current State of Security Technology
	Slide 5: The SOC Visibility Triad (Gartner)
	Slide 6: Multiple Detection Methods (DM)
	Slide 7: What is Smart Data?
	Slide 8: Preferred NDR Deployment
	Slide 9: NDR Architecture Redefined
	Slide 10: IDS detections:
	Slide 11: Cyber Threats – IoC support  
	Slide 12: A highly curated intelligence feed
	Slide 13: Detecting Initial Phase of an Attack
	Slide 14: Attack Surface Discovery
	Slide 15: Contact-Tracing For Incidents
	Slide 16: Back In Time Investigation
	Slide 17: NDR in the Security Ecosystem
	Slide 18: Open Architecture for 3rd Party Integration
	Slide 19: SIEM integration
	Slide 20: Continuous risk monitoring for Compliance and Performance Standards
	Slide 21

