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Cybersecurity Challenges

Work From
Anywhere

The shift to remote work is
expected to persist even after
the pandemic. 52% of CIOs
expect work from home to
increase in 2021.

Network Edge
Explosion

By 2025, 70% of digital
business initiatives will require
I&O leaders to report on the
business metrics from digital
experience, up from less than
15% today.

Application
Journey

By year-end 2023, 50% of
large enterprises will have a
documented edge computing
strategy, compared to less
than 5% in 2020.

Sophisticated
Attacks

36% of organizations state
the growing sophistication of
the threat landscape is the
top challenge in preventing
ransomware attacks.

42% indicate that their
control systems had direct
connectivity to the internet
up from 12% in 2019.
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Consolidation of Security Point Product Vendors

Cybersecurity Point Products
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Consolidation of Security Point Product Vendors
Gartner Cybersecurity MESH Architecture (CMSA)

Cybersecurity Point Products Cybersecurity Platform Approach

20 Vendors 4-6 Platforms
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Security Is NOT Straightforward

Security is Technology Plus Psychology
Where is the Attacker Along The Cyber Kill Chain? And How Do We Stop Him?

PRE-ATT&CK ATT&CK
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PRE-ATT&CK ATT&CK

Preparation and
staging of
payload

Weaponization

Reconnaissance

Harvesting email
addresses,
IP address scans
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Security is Technology Plus Psychology
Where is the Attacker Along The Cyber Kill Chain? And How Do We Stop Him?

PRE-ATT&CK ATT&CK
Preparation and Execute code
staging of on victim’s
payload system
Weaponization Exploitation

Reconnaissance Delivery
Harvesting email Deliver

addresses, weaponized

IP address scans payload to

victim via email,
webpage, USB,
etc.
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But Security Is NOT Straightforward

Security is Technology Plus Psychology
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PRE-ATT&CK

Preparation and
staging of
payload

Weaponization

Reconnaissance

Harvesting email
addresses,
IP address scans

Delivery

Deliver
weaponized
payload to
victim via email,
webpage, USB,
etc.

Execute code
on victim’s
system

Exploitation..-"..

ATT&CK

Installation

Install
malware on
the asset

Command channel

for remote

manipulation of
victim’s system.

Backdoor

Command
& Control

@
| @ |
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Security is Technology Plus Psychology
Where is the Attacker Along The Cyber Kill Chain? And How Do We Stop Him?

PRE-ATT&CK

Preparation and
staging of
payload

Weaponization

Reconnaissance

Harvesting email
addresses,
IP address scans

Delivery

Deliver
weaponized
payload to
victim via email,
webpage, USB,
etc.

Execute code
on victim’s
system

Exploitation..-"..

ATT&CK

Installation

Install
malware on
the asset

Command channel
for remote
manipulation of
victim’s system.

Backdoor
Command ..
& Control..*"
@ Action on
(o | Objectives
— Ransomware
Extortion

Targeted Business
Interruption

Political Action
Hacktivism
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Tools For Every Stage. LOTS of Tools. . .

Pre-Attack Attack Control

Reconnaissance Weaponization Delivery Exploitation Installation Command & Control ~ Action on Objectives

Intrusion

Prevention

Anti-Virus
Anti-Botnet

Email Analysis /
Anti-Spam

Web Filtering
Web Security
EDR

Sandboxing

Threat Analysis
w/or w/out Al

Honey Pot /
Deception tools
a=s
wmw | Access Control
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Convergence of Networking and Security

Security-Driven Networking

Networking

&)
= ¢ @

Switch Routing

©

Appliances
Lack Awareness
No actionable
security/No shared
. threat intelligence

Security

Software
Delivers Network Awareness
= Shared threat intelligence +
actionable security

Security-Driven Networking

ZTNA

() 0o
X 5o

Secure Network Firewall

LAN/WALN
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Fortinet Security Fabric

A Mesh Architecture with Al Threat Intelligence

Security
Operations

Appliance

Broad / socuriy NN W P
visibility and protection of the entire digital Access & \ /
attack surface to better manage risk Security ‘".

- - Hosted
Integrated PA  roricu : )
solution that reduces management istigence i —
complexity and shares threat intelligence
. ° E"-: 1@
Secure Open .'. -
Networking s K Agent
Automated 1
self-healing networks with Al-driven security m Container
for fast and efficient operations
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Three Take-Aways

Attacks Follow a
Structure

N7

Al-Driven Security Operations
provide a reliable Framework
from Detection to Response
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Three Take-Aways
Attacks Follow a A Holistic Security
Structure Platform Mesh is

Needed

N7

Al-Driven Security Operations Point solutions cannot address
provide a reliable Framework the complexity and
from Detection to Response sophistication of new threats
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Three Take-Aways

Attacks Follow a
Structure

N7

Al-Driven Security Operations
provide a reliable Framework
from Detection to Response

A Holistic Security
Platform Mesh is
Needed

Point solutions cannot address
the complexity and
sophistication of new threats

Holistic does not
mean Monopolistic

Your security and infrastructure
tools need to coordinate
regardless of vendor
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