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Reqgulations & certifications

* Digital Operational Resilience Act (DORA)
« Network and Information Systems — 2 (NIS-2)

» Critical Enterprise Resilience (CER)
» Cyber-Resilience Act (CRA)

« Corporate Sustainability Reporting Directive
(CSRD)
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A good reportvs a good
leverage?
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Report 2024

Extreme weather event
Third party failure

Cyber attack

Civil unrest or conflict,
vandalism or activism

Health and safety incident
Natural disasters

Data breach
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DO you cover theright scenario 7

- ach requires its own continuity and recovery plan




The new seasides
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DO you cover theright scenario 7

- ach requires its own continuity and recovery plan
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The Cyber-tortres
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Recovery from a cyber-attack

Detect
ecide

Interruption expected (MAO

Incident
detected.

T S

0 1 2

Incident/Crisis Mgt

3

Plans execution

Business Interruption

Restore
estart

(IT-DR) Procedures executed; IT restored.

Business activity
restored &
resumed.

Perform

Crisis
closed.

SYNERGIT



Recovery from a cyber-attack

Detect
ecide

Interruption expected (MAO

Incident
detected.

P — s

0 1 2 2a 3

Incident/Crisis Mgt Plag >xecution

BCP executed;

Business activity

resumed.

Restore
estart
Business Interruption

(IT-DR) Procedures executed; IT restored.

Business activity
restored &
resumed.

Perform

Crise
closed.

SYNERGIT



DO you cover theright answers ?

tis all about collaboration and ownership

* |T alone may recover too late
* Cyber-sec alone may not recover at all

* Business alone may miss alternative tools

* Work together to reach OPERATIONAL RESILIENCE
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|'T-and Business Resilience

[ T-Continuity

Business Continuity

Cyber-Resilience
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Human Resilience

Coaching / Mentoring

Training (standard or ad-hoc)

Psychometric professional profiling
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T hank you
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