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What is Operational Technology (OT)

Used by

Manufactaring

o,| and Gas Energy & Power Generatlon V|brat|ng Termlnal Cranes ‘Moisture and heat
Diverse Industries All environmental conditions
Often “critical”’ infrastructures Harsh (heat, moisture, vibration); Office & Data Center

R © Fortinet Inc. All Rights Reserved. 2



Operational Technology (OT)

Industry 4.0 — Digital Transformation Robotization
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INDUSTRY 1.0

Mechanization, powered by
steam, weaving loom

INDUSTRY 3.0

Automation, Electronics, and
computer driven automated
Processes

Data Driven Digital
Transformation,

(Industrial) Internet of Things
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Mass production, assembly
line, electrically powered
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Common Myths Regarding OT Security

We don’t connect to the Internet
Our control systems are behind a Firewall
Hackers don’t understand control systems

Our facility is not a target

Our traditional safety system will protect us
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OT Infrastructure Attacks Are Getting Worse

Attacks are increasing in frequency and impact

Stuxnet disrupts Hospital drug German steel MIRAI Botnet Merck & Co. Global aluminum Ekans Qgi?rﬁ:]egdof Cybersecurity ACGO ag Ukraine

Iranian nuclear infusion pumps  mill furnace 145,000 loT global production producer ransomware Oldsmar incident at large equipment  power grid

program hacked destroyed devices shutdown by shutdown by attack on Honda, Tampa H20 brewing company gng parts knocked
ransomware ($1B) ransomware Fresenius Supply Molson Coors ransomware Offline

Q) 1

i

I « & & b & I

@ @ 2014 2015 2016 2017 @ 2019 20H0H)22

N

g & T ea %@Wﬁ@i

New York dam Michigan traffic ~ Car transmission Ukraine Maersk Shipping  Trisis/Triton: ~ ASCO Parts SolarWinds JBS USA Colonial Kojima Power
floodgates light hacked and brakes power grid global shutdown  Malware shutdown by Orion meat Pipeline Industries a generation
compromised controlled knocked by ransomeware  designed to ransomware producer Toyota parts malware
offline ($250M) compromise supplier
f safety atack
impacts 28
Power generation production
malware lines
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Securing Operational Technology Challenges

Digital Transformation (Industry 4.0) initiatives driving
IT-OT network convergence

Increasing adoption of 5G, loT, and Cloud
Remote access requirements for third-parties and
employees

Most industrial control systems lack security by design

The attack surface for cyber-physical assets is
expanding, air-gap protection is diminishing

Asset owners’ reliance on OEMs and Sls exposes critical
systems to additional risks
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NIS 2 Compliance

\ May S N December BN December RN November RN
2018 d » 2020 ; 2021 2022

NIS1 adopted Deadline for European Commission Impact assessment European NIS2 approved by the Deadline for
member states to launches consultation of NIS1and NIS2 Commission Council of the EU member states to
transpose NIS1 into on NIS reform released publishes proposal transpose NIS2 into

national law for NIS2 national law

...and ISA/IEC 62443, NIST SP 800-82, NISTIR 7628, NERC CIP, IEC 62351, API 1164
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IEC 62443 — Applying Risk and Safety principles

o e

Monolithic Security Approach Segmented Security Approach

Identification

Resource and e
Availability authentication

control (IAC)

Use Control

FR3

Restricted :
data flow ~ FR4

(RDF)

SANS Effective ICS Cybersecurity Using the IEC 62443 Standard
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Alighment with OT standards & guidelines

Meet compliance requirements with Fortinet Security Fabric
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The Basics —
Addressing Critical Controls in OT and IT

INTRANET REMOTE SITE
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Visibility in IT and OT
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PAM
Application Control +
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A framework for segmenting OT
The Purdue Model

Internet

Major Enforcement Boundary

Operational Segments

! Purdue
Levels
IT Business & 5 S (R Corporate / Internet DMZ ]
Enterprise Segment
4 Business Planning Sit
& Logistics =
[ ]
Major Enforcement Boundary
3.5 (RS (EINN] VAl Security Management
Major Enforcement Boundary

[ ]

Operations & 3 Operations & Historian, Domain Controller,

Control Segment Control AV Server, ... )
——————————————————————————————————————— Minor Enforcement Boundary alalalel Minor Enforcement Boundary

Area Supervisory ) Area Supervisory )
oT 2 i HMIs, MTUs J o HMIs, MTUs |
g;‘;‘;ﬁ:i tc°"tr°| 1 Basic Control [XRSH ITNI=)) Basic Control [ZRSRIIN(=0)
0 Valves, pumps, fans Valves, pumps, fans
® Process 1 Process 2
AR . .
— = © Fortinet Inc. All Rights Reserved. 11



F:=RTINET



