
La cyber-sécurité, et après...
Comment survivre à une cyber-attaque? 

Christian De Boeck - 21/10/2021       http://www.                                              .be

 +32 (0) 2 347 59 71
 info@synergit.be

http://www/


What do we deliver?
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Business Continuity / Resilience IT-Service Continuity Management

Mentoring, Coaching & 

Gestion du changement Transition Bas Carbone

Evaluations & Audits
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NIST CyberSecurity Framework
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NIST CyberSecurity Framework
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NIST CyberSecurity Framework
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Chronology of an (IT) crisis and its resolution

1

Incident 
reported.

Analysis 
completed; 
Decision to 
invoke DRP.

2

(IT-DR) Procedures executed; IT recovered.

3

Business activity 
recovered & 

resumed.

4

Crisis 
closed.

5

Business interruption (RTO)

IT–DRP execution time

0

• Clear scope, priorities + R&R
• E-2-E tested & documented recovery procedures (DRP)
• Stakeholders training

Minimize duration 

with:
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0

✓ Clear scope, priorities + R&R
✓ E-2-E tested & documented recovery procedures (DRP)
✓ Stakeholders training

• Monitoring
• Incident Mgt
• Crisis Mgt

Business interruption (RTO)

1

Incident 
reported.

Analysis 
completed; 
Decision to 
invoke DRP.

2

Business activity 
recovered & 

resumed.

4

Crisis 
closed.

5

(IT-DR) Procedures executed; IT recovered.

3

IT–DRP execution time

Minimize 

duration 

with better
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Chronology of an (IT) crisis and its resolution



BCP executed;
Business activity 

resumed.

4a
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0

✓ Clear scope, priorities + R&R
✓ E-2-E tested & documented recovery procedures (DRP)
✓ Stakeholders training

Business interruption (RTO)

1

Incident 
reported.

Analysis 
completed; 
Decision to 
invoke DRP.

2

Business activity 
recovered & 

resumed.

4

Crisis 
closed.

5

(IT-DR) Procedures executed; IT recovered.

3

IT–DRP execution time

✓ Monitoring
✓ Incident Mgt
✓ Crisis Mgt
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Chronology of an (IT) crisis and its resolution
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+ Data loss to a “transverse” consistent recovery point in time

Analysis 
completed; 
Decision to 
invoke DRP.

20 1

Incident 
reported.
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Synchronous 
data 

replication

Asynchronous 
data replication

Journal / Log shipping 
based replication

Backup & restore

RPO (Data loss aka
Recovery Point Objective)

Data protection costs
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Time to recover data

Time to resync data

Data Cyber-exposure

The data loss of an (IT) crisis
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Cyber-crisis and Immutable storage / Backup

✓ Data is safe
✓ Data is easily available on-site

‐ Can people access the site?
‐ Can people access the network?
‐ Are there servers ready to be used?

‐ Is the backup solution functional?
‐ Can you restore the backup solution?

‐ Is your data really uncorrupted?

‐ How long to restore it all?
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• VDI:  Virtual Desktop

• Citrix
• Netscaler
• Gateway
• StoreFront
• License Server, …

• File servers (user profile, home drive,…)
• Database Servers
• PAM, IAM,…
• DNS, DHCP,…
• AD,…
• Firewalls, LAN, WAN, Infra (Servers, Storage,…)
• …

• Office
• Exchange

• SAP
• …

Recovering a functionality



BCP executed;
Business activity 

resumed.

4a
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Chronology of an (IT) crisis and its resolution

0

✓ Clear scope, priorities + R&R
✓ E-2-E tested & documented recovery procedures (DRP)
✓ Stakeholders training

Business interruption (RTO)

1

Incident 
reported.

Analysis 
completed; 
Decision to 
invoke DRP.

2

Business activity 
recovered & 

resumed.

4

Crisis 
closed.

5

(IT-DR) Procedures executed; IT recovered.

3

IT–DRP execution time

• BCP✓ Monitoring
✓ Incident Mgt
✓ Crisis Mgt

Faster business 

resumption with:
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Chronology of an (IT) crisis and its resolution

0

✓ Clear scope, priorities + R&R
✓ E-2-E tested & documented recovery procedures (DRP)
✓ Stakeholders training

1

Incident 
reported.

Analysis 
completed; 
Decision to 
invoke DRP.

2

Business activity 
recovered & 

resumed.

4

Crisis 
closed.

5

(IT-DR) Procedures executed; IT recovered.

3

IT–DRP execution time

✓ Monitoring
✓ Incident Mgt
✓ Crisis Mgt +Training

Business interruption (RTO)

✓ BCP
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4a

BCP executed;
Business activity 

resumed.
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Food for thought



• Make plans

• Test plans

• Communicate:

• Coverage (scope) 

• Objectives (RTO, RPO, DR exec time)

• Get business involved (BCM/BCP)

• Think out-of-the-box: Consider workarounds
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Take away:



Merci 
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