Cooking Cybersecurity

Why we all need new recipes to be successful

Olivier Ménil
Business Development Manager Security
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About me

More than 20 years in security (in various functions including technical ones © )
« | have a passion about (cyber) security & | like cooking!

« Experience in start-up, own company, integrators & vendors

« National and international speaker for Security Conferences

«  No criminal record (yet)!
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Setting up the scene

23 October 2017 Sensivity: unrestricted 4 p rox I m Us



Setting up the scene

* Cookingis very old and is a critical component of mankind!
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Confidentiality

etting up the scene d

Integrity Availability

Cybersecurity is not that old but think about the CIA principle ... especially the C!

e — 2006 Rise of identity theft

Hacking and identity theft became big business as
more and more people join the Internet. adding
increasingly large amount of personal data to the web,
One of the largest data thefts in recent times took
place on networks belonging to the T.J. Maxx and Mar-

stores; as many.as 45
and debit card numbers were stolen between
and 2007. highlighting how hackers can bre:
decrypted data networks.
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Threats (APTS)

funded, coordmated groups of hackers pursuing spe
citic agendas. 70 million Sony PlayStation users were
hacked: 5o were 200,000 Citibank eustomers. Face-
book revealed that 600,000 of ts accounts were being
compromised each day. And 2012 promises to be
more of the same. This January. Zappos was hacked in
big way: 24 million customers' names. e-mails, phone
numbers, addresses, and partial credit card numbers
were exposed.
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2012 Personaldata lockers

Personal data lockers have emerged as a way to make
the most of the Intemet while remaining safe. By cen
tralizing storage of personal data - from payment

f 1D numbers and

1997 CAPTCHA e

that

access, the data is as secure as possible, while remain-
ing conveniently under his or her control, No one else
can decrypt the data —not even the purveyors of the
technology or the government can get to it In a sense,
personal data can now go wherever a user wants it to
£0. but nowhere else
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How to (learn to) cook ?
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How to (learn to) cook ?

» The basic elements for cooking are obvious:
* Ingredients
« Tools
» Location / facilities

* Recipes

.. but please don’t forget the most important!
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How to (learn to) cook ?
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THE BEST OF

How to become achef?  MUFFINS

COOKBOOKS

* There are key elements to be successful:

 Learning

* Training
« Testing
« Passion

* Accept failures and challenges

« Bottom up approach (stay humble)
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Why cooking and cybersecurity
have so much in common ?
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Why cooking and cybersecurity have so much in common ?

* Infact all previous elements can be easily compared:
* Ingredients & tools -> devices
* Location & facilities -> infrastructure / connectivity / datacenter / cloud
* Recipes -> configuration and policies
* Cooks -> Cybersecurity specialists
* Training -> training
« Tasting -> auditing / pentesting

* Dressing -> finetuning
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How cooking and cybersecurity have so much in common ?

* Furthermore .. even the way how cooking is regulated in a professional kitchen
can be compared:

-0
La Brigade &

de Cuisine ?
Chef de Cuisine

* Clear roles and responsibilities
* Segmentation, risk control and management
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Examples
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State of the art / best of breed / industrialisation

« Cooking is like cybersecurity: “standardized” or “a la carte”
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Implementation / configuration

It MUST be precise, accurate, exact .... In fact perfect!

Why do you think in cybersecurity we all like to use ... cookbooks?

SING LITTLEALICE

There was a time in Philadelphia, not too

Lettee time:
60 minute

CYBER SECURITY

ago, that Tatal tme:

every wedding cake vendor was pushir

cake. I get why—a hint of chocolate within a vanilla
is appealing—but I just don’t think chocolate chips Vegetable shortening
are the best way 10 achieve that result. We actempted Nonstick cooking spray
with flour
o find a balance by creating this vanilla and chocolate
swirl cake. It takes a bit of work it requires
making two cake batters and then swirling them
together, but it’s worth the extra effort 4 cups cake flowr
% teaspoon regular sait
orvess 150090 oo Y teaspoon baking powder
242 15 10 20 people
¥ teaspoon baking soda
3 sticks (1% cups)
I Preheat the oven 10 350°F, ce 9-inch round unsalted butter, at room
cake pans with v ne the bottoms temperature
with parchment paper, and spray with nonstick 3 cups granulated sugar

cooking spray.

8 large eges

1% teaspoons pure vanila
exract

a batter first. In a medium bowl,

or the flour, salt, baking powder, and .
Y, teaspoon pure rum
extract

baking soda.

N | cup sour cream
3 Tn the bowl of a stand mixer fitted with the paddle

atachment, beat the butter and sugar on medium

1 until light and luffy, scraping the bowl as

ng until blended and scraping the bow! as

ry. Add the vanilla and rum extracts and beat

until blended 'WILEY

with a blg dash of humor:

i seriously informative

Cybersecurity
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A Reference for the Rest of Usl”  “2"renceC:Miller, Ciss
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Old ingredients ... New recipes

« Modern cooks like to (re)use forgotten ingredients

« .. It's exactly the same for cybersecurity!
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Remember ... Logs?

« What was told to us inthe 90’s ?

this rule helps the LOG files to be tidyier
by deliberatly not logging RIP hootp and
NBT

Log Reduction % Any % Any

NBT
UOB hootp @ drop = None
I8 rip

* Any | [*] Any Traffic

& nar Theere are sherays Somes W
* Any * Any [#] Aoy Trathe 10 pueosonge | @) dop Poscy Torgets % Any  hosts sround,, which shoukdnt
| . —a

e ZWAD,
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Logs ... today .. everywhere ... for everything!

AL X~ L - OE s B2 OT [ AER . AT A8 AB2 | GET | 7
VL~ L -DL O FL rFEf 2L .32 6L .21 | GET | /Dt
RS AE - SR XS EIT RS S [ 2T . 3F_ 5% .3 [ POST | S D
RS- FE - PR ESHL S22 . 34,61 .31 |GET | /Secy
FIE -~ ThF~ L) PS> FI > SF [ 227 3F . 61.31 |GET | /Secuy
- ZE-CF )OS A2 26 /211 . 34.61.31 [GET | /secul
- ZE-PX )OS A2 25 /211 .34.61.31 [GET | /sec
-8 )OS FFO7 (222 .34.61.31 [|GET | /Sec
- 28OS s FF-T9 /21T . 34.61.31 |POST | /Sed
2O FF-53/211.34.61.31[POST|/Sed
OS5 ~FF-160/211. 34.61.31|POST| /Sed

95:44--19/211. 34.61.31|GET|/Logd

m o418, 14%, 118,22 - Possible

Arcess denied witl
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Conclusion
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Still not convinced?

1, 2, 3, 4 filles aux fourneaux
. ISR \';1‘"'

o

Application

Uppa‘ Layer Presentation

Session

Transport

MNetwork

Lower Layer
Data Link

Physical
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